
Module 7: Int ellect ual Propert y, 
Et hics, and Regulat ory 
Pat hways
Pro t e c t in g  in n ova t ion  a n d  a c t in g  re s pon s ib ly in  t h e  e vo lvin g  la n ds c a pe  o f 
e xt e n de d  re a lit y.



Learning Object ives

1

Underst and IP Opt ions

Explo re  va riou s  in t e lle c t u a l p rope rt y 
pro t e c t ion  s t ra t e g ie s  a n d  ide n t ify 
wh e n  e a c h  is  mos t  a ppropria t e  fo r XR 
in n ova t ion s .

2

Navigat e Regulat ory 
Frameworks

Ide n t ify a n d  c omply wit h  re le va n t  XR-
re la t e d  re gu la t ion s  a c ros s  d iffe re n t  
ju ris d ic t ion s , wit h  e mph a s is  on  EU 
re qu ire me n t s .

3

Implement  Et hical Design

De ve lop  s t ra t e g ie s  t o  p romot e  e t h ic a l 
de s ign  prin c ip le s  a n d  re s pon s ib le  
in n ova t ion  t h rou gh ou t  t h e  XR 
de ve lopme n t  life c yc le .



Why IP Mat t ers for Immersive St art ups

Complex Int egrat ion

XR u n iqu e ly c ombin e s  c on t e n t , c ode , a n d  in t e ra c t ive  
e le me n t s  re qu irin g  mu lt ifa c e t e d  p ro t e c t ion  s t ra t e g ie s .

Invest or Conf idence

St ron g  IP p ro t e c t ion  s ign a ls  in n ova t ion  va lu e  a n d  c re a t e s  
ba rrie rs  t o  e n t ry, a t t ra c t in g  fu n d in g  a n d  pa rt n e rs h ips .

St rat egic Licensing

We ll-de fin e d  IP e n a b le s  lic e n s in g  opport u n it ie s , 
pa rt n e rs h ips , a n d  c re a t e s  s u s t a in a b le  re ve n u e  s t re a ms .



Types of  Int ellect ual Propert y

Copyright

Aut oma t ic a lly p ro t e c t s  o rig ina l c re a t ive  works :

• 3D mode ls  a nd  a s s e t s

• Soft wa re  c ode

• UI e le me n t s  a nd  de s igns

• Audio  a nd  vis ua l c on t e n t

Dura t ion : Cre a t o r's  life  + 70  ye a rs

Pat ent

Pro t e c t s  nove l, non -obvious  inve n t ions :

• Tra c king  a lgorit hms

• Ha rdwa re  innova t ions

• Nove l in t e ra c t ion  me t hods

• Te c hn ic a l p roc e s s e s

Dura t ion : 20  ye a rs  from filing

Trademark

Pro t e c t s  b ra nd  ide n t ifie rs :

• Compa ny/ produc t  na me s

• Logos  a nd  ic ons

• Sloga ns

• Dis t inc t ive  vis ua l e le me n t s

Dura t ion : Re ne wa ble  inde fin it e ly

Trade Secret

Pro t e c t s  c on fide n t ia l bus ine s s  in fo rma t ion :

• Proprie t a ry a lgorit hms

• Te c hn ic a l p roc e s s e s

• Cus t ome r lis t s

• Unpublis he d  re s e a rc h

Dura t ion : As  long  a s  ke p t  s e c re t



Which IP St rat egy Fit s?

Low St rat egic Value

Low Complexit y

High St rat egic Value

High Complexit y

Tra de ma rk - High -Va lue  XR Bra nds Tra de  Se c re t  -  Va lua b le  XR Algorit hms

Pa t e n t  -  Comple x XR Te c h  Innova t ionsCopyrigh t  -  Simple  XR Art works

Ma t c h  you r IP s t ra t e gy t o  t he  s pe c ific  a s s e t s  you 're  de ve lop ing . Cons ide r s t ra t e g ic  va lue , c os t  o f p ro t e c t ion , a nd  c ompe t it ive  la nds c a pe  whe n  de t e rmin ing  wh ic h  a s s e t s  
de s e rve  wh ic h  t ype  o f p ro t e c t ion .



When t o File for IP
1 Ideat ion Phase

Doc u me n t  in n ova t ion  proc e s s  a n d  ma in t a in  c on fide n t ia lit y. Ha ve  
t e a m me mbe rs  s ign  IP a s s ign me n t  a gre e me n t s .

2 Pre-Development

Con du c t  IP s e a rc h e s  t o  a vo id  in frin ge me n t . Cla rify c o -fou n de r a n d  
t e a m own e rs h ip  t h rou gh  fo rma l a gre e me n t s .

3 Before Public Release

File  fo r pa t e n t s  be fo re  a n y pu blic  d is c los u re  t h a t  c ou ld  in va lida t e  
c la ims . Re gis t e r t ra de ma rks  fo r b ra n d  pro t e c t ion .

4 Pre-Funding

Se c u re  c o re  IP be fo re  in ve s t o r d is c u s s ion s . Be  pre pa re d  t o  
de mon s t ra t e  IP s t ra t e gy in  p it c h e s .



Open Source Considerat ions

St rat egic Benef it s

Communit y Building

Fos t e rs  de ve lope r e cos ys t e m and  inc re a s e s  a dop t ion  t h rough  s ha re d  re s ou rce s .

Visibilit y & Credibilit y

De mons t ra t e s  t e chn ica l e xpe rt is e  a nd  a t t ra c t s  t a le n t  a nd  c o llabo ra t o rs .

Accelerat ed Innovat ion

Le ve rage s  co lle c t ive  p rob le m-s o lving  a nd  re duce s  de ve lopme n t  cos t s .

Common Licenses

License Key Feat ures

MIT Pe rmis s ive , a llows  comme rc ia l u s e  wit h  min ima l re s t ric t ions

Apache  2 .0 Inc lude s  pa t e n t  lic e ns e , good  fo r co rpo ra t e  u s e

GPL Re qu ire s  de riva t ive  works  t o  a ls o  be  ope n  s ou rce

Cre a t ive  Commons Fle xib le  op t ions  fo r con t e n t  (no t  s o ft wa re )



IP Resources for St art ups

European Union Int ellect ual 
Propert y Off ice (EUIPO)

Ha n d le s  EU t ra de ma rks  a n d  de s ign s . 
Offe rs  SME Fu n d  t o  c ove r IP c os t s .

h t t ps :/ / e u ipo .e u ropa .e u

World Int ellect ual Propert y 
Organizat ion (WIPO)

In t e rn a t ion a l IP s ys t e m fo r g loba l 
p ro t e c t ion . Provide s  re s ou rc e s  fo r 
s t a rt u ps .

h t t ps :/ / www.wipo .in t

Nat ional IP Off ices

Cou n t ry-s pe c ific  p ro t e c t ion s  a n d  
re s ou rc e s :

• OBI (Gre e c e ) : www.obi.g r

• INPI (Fra n c e ) : www.in p i.fr

• DPMA (Ge rma n y) : www.dpma .de

Ma n y n a t ion a l o ffic e s  o ffe r fre e  in it ia l c on s u lt a t ion s  a n d  re du c e d  fe e s  fo r s t a rt u ps  a n d  s ma ll bu s in e s s e s .

https://euipo.europa.eu
https://www.wipo.int
https://www.obi.gr
https://www.inpi.fr
https://www.dpma.de


Key EU Regulat ions for XR St art ups

GDPR

Con t ro ls  c o lle c t ion  a n d  proc e s s in g  o f pe rs on a l da t a . Crit ic a l fo r XR a s  it  c a p t u re s  e xt e n s ive  u s e r da t a  in c lu d in g  
m ove m e n t s , be h a viors , a n d  po t e n t ia lly b iom e t ric s .

EU AI Act

Re gu la t e s  AI s ys t e m s  ba s e d  on  ris k le ve ls . Im pa c t s  XR a pp lic a t ion s  u s in g  AI fo r c on t e n t  ge n e ra t ion , u s e r t ra c kin g , o r 
be h a viora l a n a lys is .

CE Marking

Re qu ire d  fo r h a rdwa re  c om pon e n t s . En s u re s  ph ys ic a l XR de vic e s  m e e t  s a fe t y, h e a lt h , a n d  e n viron m e n t a l p ro t e c t ion  
s t a n da rds .

Digit al Services Act

Gove rn s  on lin e  p la t fo rm s  a n d  c on t e n t . Affe c t s  s oc ia l XR e xpe rie n c e s , u s e r-ge n e ra t e d  c on t e n t , a n d  m ode ra t ion  
re qu ire m e n t s .



XR and Dat a Privacy

1

Basic Dat a

Ac c oun t  in fo

2
Environment al Dat a

Room ma pp ing

3
Int eract ion Dat a

Move me nt  pa t t e rns

4
Biomet ric Dat a

Eye  t ra c king , fa c ia l e xpre s s ions

Privacy Best  Pract ices

• Imple me n t  da t a  min imiza t ion  -  c o lle c t  on ly wha t 's  ne c e s s a ry

• Us e  a nonymiza t ion  a nd  ps e udonymiza t ion  t e c hn ique s

• De s ign  c le a r c ons e n t  flows  wit h  g ra nu la r op t ions

• Provide  t ra ns pa re n t  da t a  us a ge  e xp la na t ions

• Inc lude  e a s y op t -ou t  me c ha n is ms  a nd  da t a  de le t ion  t oo ls

• Conduc t  re gu la r p riva c y impa c t  a s s e s s me n t s

• St o re  s e ns it ive  da t a  loc a lly whe n  pos s ib le



Accessibilit y and Inclusion 
Obligat ions

Legal Requirement s

EU-fu n de d  a n d  pu blic -fa c in g  XR pro je c t s  mu s t  c omply wit h  EN 30 1 549  
a n d  We b Con t e n t  Ac c e s s ib ilit y Gu ide lin e s  (WCAG) . Fa ilu re  t o  c omply 
c a n  re s u lt  in  le ga l c h a lle n ge s  a n d  e xc lu s ion  from pu blic  fu n d in g .

Business Benef it s

In c lu s ive  de s ign  e xpa n ds  you r ma rke t  by 15-20 % a n d  improve s  u s a b ilit y 
fo r a ll u s e rs . Ac c e s s ib ilit y fe a t u re s  like  c le a r n a viga t ion , a d ju s t a b le  t e xt , 
a n d  a lt e rn a t ive  in pu t s  be n e fit  e ve ryon e , n o t  ju s t  u s e rs  wit h  d is a b ilit ie s .

Implement at ion St rat egies

Con du c t  a c c e s s ib ilit y a u d it s  e a rly in  de ve lopme n t . Pa rt n e r wit h  
d is a b ilit y o rga n iza t ion s  fo r t e s t in g . Con s ide r a lt e rn a t ive  in pu t  me t h ods , 
c u s t omiza ble  in t e rfa c e s , a n d  re du c e d  mot ion  op t ion s .



Underst anding WCAG for XR Accessibilit y

Perceivable

Us e rs  mu s t  be  a b le  t o  a c c e s s  c on t e n t  
t h rou gh  s igh t , s ou n d , o r t ou c h

• Ca pt ion s  fo r a u d io  c on t e n t

• Re a da ble  t e xt  in  VR e n viron me n t s

• Ha pt ic  fe e dba c k a lt e rn a t ive s

Operable

Us e rs  mu s t  be  a b le  t o  in t e ra c t  a n d  
n a viga t e

• Voic e  in pu t  op t ion s

• Swit c h  c on t ro ls  fo r mobilit y-impa ire d  
u s e rs

• Mu lt ip le  in t e ra c t ion  me t h ods

Underst andable

Con t e n t  a n d  n a viga t ion  mu s t  be  c le a r

• Con s is t e n t  c on t ro ls  a c ros s  
e xpe rie n c e s

• In t u it ive  s pa t ia l la you t s

• Cle a r in s t ru c t ion s  a n d  fe e dba c k

Robust

Con t e n t  mu s t  work a c ros s  p la t fo rms

• Su pport  fo r s c re e n  re a de rs

• Compa t ib ilit y wit h  a da pt ive  c on t ro lle rs

• Cros s -p la t fo rm a c c e s s ib ilit y



The Role of  Et hics in XR

Beyond Legal Compliance

Et h ic a l XR de ve lopme n t  e xt e n ds  be yon d  me e t in g  min imu m le ga l 
re qu ire me n t s . It  a dd re s s e s  po t e n t ia l h a rms  a n d  s oc ie t a l impa c t s  t h a t  
ma y n o t  ye t  be  re gu la t e d .

Key Et hical Considerat ions

• Avo id  ma n ipu la t ive  de s ign  pa t t e rn s  t h a t  e xp lo it  p s yc h o log ic a l 
vu ln e ra b ilit ie s

• Addre s s  re p re s e n t a t ion a l b ia s  in  a va t a rs , vo ic e  s ys t e ms , a n d  c on t e n t

• Con s ide r p s yc h o log ic a l impa c t s  o f imme rs ive  e xpe rie n c e s

• Ma n a ge  a dd ic t ion  po t e n t ia l a n d  e xc e s s ive  u s e

• En s u re  t ra n s pa re n t  da t a  c o lle c t ion  a n d  u s e r a ge n c y

• Pre ve n t  h a ra s s me n t  a n d  e s t a b lis h  c le a r s oc ia l bou n da rie s



Principles of  Responsible Innovat ion

Sust ainabilit yResponsiveness
InclusionRef lexivit yAnt icipat ion

Re s pon s ib le  in n ova t ion  is  a  p roa c t ive  a pproa c h  t h a t  c on s ide rs  t h e  broa de r s oc ia l, e t h ic a l, a n d  e n viron me n t a l implic a t ion s  o f n e w 
t e c h n o log ie s . Fo r XR s t a rt u ps , t h is  me a n s  e n ga gin g  wit h  po t e n t ia l c on s e qu e n c e s  e a rly in  t h e  de ve lopme n t  p roc e s s  ra t h e r t h a n  
a ddre s s in g  prob le ms  a ft e r t h e y e me rge .



Pract ical Et hics Tools for XR 
St art ups

IEEE 7000  Et hical Design Process

A fo rma l de s ign  s t a n da rd  t h a t  t ra n s la t e s  h u ma n  va lu e s  in t o  s ys t e m 
re qu ire me n t s . Pa rt ic u la rly va lu a b le  fo r XR s o lu t ion s  in vo lvin g  s e n s it ive  
da t a  o r h igh -impa c t  e n viron me n t s .

s t a n da rds .ie e e .o rg / ie e e / 70 0 0 / 10 314/

Et hical Explorer Toolkit

De ve lope d  by Omidya r Ne t work, t h is  t oo lkit  in c lu de s  c a rds  a n d  c h e c klis t s  
t o  h e lp  t e a ms  ide n t ify a n d  d is c u s s  e t h ic a l ris ks  in c lu d in g  b ia s , e xc lu s ion , 
a n d  s u rve illa n c e  c on c e rn s .

e t h ic a le xplo re r.o rg

https://standards.ieee.org/ieee/7000/10314/


More Pract ical Et hics Tools

XR Safet y Init iat ive (XRSI)  Frameworks

Commu n it y-de ve lope d  gu ide lin e s  s pe c ific a lly fo r e t h ic s , 
s a fe t y, p riva c y, a n d  in c lu s ion  in  imme rs ive  e n viron me n t s . 
In c lu de s  s pe c ia lize d  fra me works  fo r h e a lt h c a re , e du c a t ion , 
a n d  o t h e r s e c t o rs .

xrs i.o rg

Cust om "XR Et hics Checklist "

Sample Quest ions:

• Are  u s e r in t e ra c t ion s  in c lu s ive  o f d iffe re n t  a b ilit ie s ?

• Is  b iome t ric  da t a  u s e  t ra n s pa re n t  a n d  c on s e n s u a l?

• Are  t h e re  op t -ou t  me c h a n is ms  fo r da t a  c o lle c t ion ?

• Ha ve  you  t e s t e d  wit h  d ive rs e  u s e r g rou ps ?

• Are  c on t e n t  mode ra t ion  po lic ie s  c le a r?

Imple me n t  t h e s e  t oo ls  du rin g  e a rly-s t a ge  works h ops , p it c h  re vie ws , o r u s e r t e s t in g  ph a s e s . Re gu la r e t h ic s  re vie ws  s h ou ld  be  in t e gra t e d  
in t o  you r de ve lopme n t  p roc e s s  a lon gs ide  t e c h n ic a l a n d  bu s in e s s  c on s ide ra t ion s .

https://xrsi.org


Case St udy: XR Et hics Failure

The Scenario

An AR s t a rt up  la unc he d  a n  a pp  t ha t  a llowe d  u s e rs  t o  p la c e  d ig it a l c on t e n t  in  pub lic  
s pa c e s , vie wa ble  by a nyone  wit h  t he  a pp . The  s ys t e m t ra c ke d  a nd  s t o re d  u s e r 
loc a t ion s  wit h ou t  e xp lic it  c on s e n t , c re a t in g  de t a ile d  move me n t  p rofile s .

What  Went  Wrong

• No  c le a r c ons e n t  p roc e s s  fo r loc a t ion  t ra c king

• Priva c y po lic y bu rie d  in  t e rms  o f s e rvic e

• No c ons ide ra t ion  fo r bys t a nde rs  c a p t u re d  in  AR

• Da t a  s ha re d  wit h  t h ird  pa rt ie s  wit hou t  t ra n s pa re nc y

Consequences

Public  ba c kla s h  le d  t o  a pp  re mova l, re gu la t o ry inve s t iga t ion , inve s t o r wit hdra wa l, 
a nd  e ve n t ua l c ompa ny s hu t down .

Key Lesson

Le ga l c omplia n c e  is  t h e  min imu m ba r – pub lic  e xpe c t a t ions  fo r e t h ic a l be ha vior 
o ft e n  e xc e e d  c u rre n t  re gu la t ion s .



How Incubat ors Can Help

Legal Support

Provide  a c c e s s  t o  IP a dvis o rs  a n d  le ga l c ou n s e l s pe c ia lize d  in  
e me rg in g  t e c h . Offe r t e mpla t e  a gre e me n t s  a n d  d is c los u re  
doc u me n t s .

Et hics Workshops

Fa c ilit a t e  e t h ic s -foc u s e d  de s ign  s e s s ion s  a n d  in t e gra t e  e t h ic s  
re vie ws  in t o  re gu la r p rogre s s  e va lu a t ion s  a n d  de mo da ys .

Regulat ory Connect ions

Con n e c t  s t a rt u ps  t o  EU-le ve l e t h ic s  in it ia t ive s , re gu la t o ry 
s a n dboxe s , a n d  c omplia n c e  e xpe rt s  in  re le va n t  doma in s .

Cert if icat ion Guidance

He lp  n a viga t e  c e rt ific a t ion  proc e s s e s  fo r CE ma rkin g , GDPR 
c omplia n c e , a n d  o t h e r re qu ire d  s t a n da rds  fo r ma rke t  e n t ry.



Common Mist akes t o Avoid

Premat ure Disclosure

Sh a rin g  c ode , de s ign s , o r de t a ile d  t e c h n ic a l in fo rma t ion  
be fo re  filin g  fo r IP pro t e c t ion  c a n  in va lida t e  pa t e n t  c la ims  
a n d  g ive  c ompe t it o rs  a  h e a d  s t a rt .

Privacy Af t ert hought s

Re t ro fit t in g  priva c y fe a t u re s  a ft e r de ve lopme n t  is  c os t ly 
a n d  in e ffe c t ive . In c o rpora t e  p riva c y by de s ign  from t h e  
be g in n in g  o f you r de ve lopme n t  p roc e s s .

Unlicensed Cont ent

Us in g  t h ird -pa rt y a s s e t s , c ode  lib ra rie s , o r APIs  wit h ou t  
p rope r lic e n s in g  c re a t e s  le ga l lia b ilit y a n d  c a n  b loc k you r 
p rodu c t  from d is t ribu t ion .

Unclear Agreement s

Fa ilin g  t o  e s t a b lis h  c le a r IP a s s ign me n t  wit h  c o -fou n de rs , 
e mploye e s , a n d  c on t ra c t o rs  c a n  le a d  t o  own e rs h ip  
d is pu t e s  t h a t  de t e r in ve s t o rs .

Regional Oversight

Ove rlookin g  re g ion a l re gu la t ion s  wh e n  s c a lin g  
in t e rn a t ion a lly c a n  re s u lt  in  ma rke t  a c c e s s  ba rrie rs  a n d  
c os t ly c omplia n c e  re t ro fit t in g .

Homogeneous Test ing

Te s t in g  on ly wit h  t e c h n ic a lly-s a vvy u s e rs  s imila r t o  t h e  
de ve lopme n t  t e a m le a ds  t o  a c c e s s ib ilit y ga ps  a n d  u s a b ilit y 
p rob le ms .



Key Takeaways

St rat egic IP Planning

De ve lop  a  c ompre he ns ive  IP s t ra t e gy e a rly, ma t c h ing  p ro t e c t ion  
me t hods  t o  you r s pe c ific  innova t ions  a nd  bus ine s s  goa ls .

Regulat ory Compliance

Na viga t e  t he  c omple x re gu la t o ry la nds c a pe  by s t a ying  in forme d  a bou t  
GDPR, t he  AI Ac t , CE ma rking , a nd  o t he r re le va n t  fra me works .

Et hical Innovat ion

In t e gra t e  e t h ic s  t h roughou t  you r de ve lopme n t  p roc e s s , u s ing  
s t ruc t u re d  t oo ls  t o  ide n t ify a nd  a ddre s s  po t e n t ia l ha rms  be fore  t he y 
e me rge .

Incubat or Support

Le ve ra ge  inc uba t or re s ou rc e s  fo r le ga l gu ida nc e , e t h ic s  fra me works , 
a nd  re gu la t o ry c onne c t ions  t o  bu ild  re s pons ib le  innova t ion  in t o  you r 
s t a rt up  DNA.
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